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LeftHand Volumes with SUSE Linux iSCSI

Novell’s SUSE Linux Enterprise 9 and 10 both provide an embedded software
iSCSI Initiator capable communicating to LeftHand volumes. In April 2005,
the open source development of the linux-iscsi project ended with the
combined efforts to focus on the openiscsi project and its next generation
architecture. SUSE Linux 9 is based upon the linux-iscsi project and SUSE
Linux 10 is based upon open-iscsi. Unfortunately, two unique methods for
configuration must be followed for each operating system version. It is noted
that inconsistencies can exist between code streams in the open source
community versus code streams and patches included within a specific Linux
distribution.

This document covers embedded iSCSI Initiators from SUSE Linux
Enterprise 9 and 10 distributions only
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Installing the SLES 9 Linux-iSCSI Initiator for use with
LeftHand Volumes

This SLES 9 Section covers:
Installing the linux-iscsi initiator via the YaST GUI
Installing the linux-iscsi initiator via the terminal
First-step configuration of the initiator
Configuration highlights for the LeftHand SAN/iQ storage volume
Configuring Persistent Bindings
Preventing timing issues for raw devices

iSCSI.conf File Documentation
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Installing the linux-iscsi initiator via the YaST GUI

Novell SUSE Linux Enterprise Server 9 (SLES 9) was used for this document.
Novell SUSE provides the Linux iSCSI Initiator via the YaST (Yet another
Setup Tool) Install and Remove Software mechanism. The SUSE Linux
Enterprise Server 9 CD3 will be required as the source.



Note that the http:/linux-iscsi.sourceforge.net version 4.0.2 will only work on
the 2.6.10 kernel. SLES 9 utilizes the 2.6.5-7 kernel.

Linux-iscsi-4.0.1-88.13.1586.rpm
Files

/etc/fstab.iscsi

/etc/init.d/iscsi
/etc/initiatorname.iscsi
/etc/iscsi.conf

/sbin/iscsi-device

/sbin/iscsi-id

/sbin/iscsi-iname

/sbin/iscsi-ls

/sbin/iscsi-mountall
/sbin/iscsi-umountall
/sbin/iscsid

/sbin/rciscsi
/usr/share/doc/packages/linux-iscsi

/usr/share/doc/packages/linux-iscsi/
COPYING

/usr/share/doc/packages/linux-iscsi/
README

/usr/share/man/manl/iscsi-1s.1.gz

/usr/share/man/man5b/
iscsi.bindings.5.gz

/usr/share/man/manb/iscsi.conf.5.gz
/usr/share/man/man8/iscsid.8.gz
/var/lib/iscsi

/var/lib/iscsi/bindings
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Yet another Setup Tool (YaST) is an operating system setup and configuration
tool.

CLEEE v =
Under Software, Select Install and Remove Software. Search for iscsi. Select
“linux-iscsi”. Note on the Technical Data tab the version is
“linux-iscsi-4.1.1-88.13.i1586.rpm”. Select Accept. Note that a dialog box will
request the insertion of the SUSE Linux Enterprise Server 9 CD3.

Installing the linux-iscsi initiator via the terminal

The Novell SUSE Linux Enterprise Server 9 CD3 contains /suse/i586/
linux-iscsi-4.0.1-88.13.i586.rpm. Insert the CD, provide access to the cdrom.
(mount /dev/cdrom /mnt/cdrom) Change directories to the location of the
linux-iscsi installation file. (cd /mnt/cdrom/suse/i586) Install the linux-iscsi
package. (rpm —install linux-iscsi-4.0.1-88.13.1586.rpm)
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First-step configuration of the initiator
Once installation is complete, open a terminal console. Note that root

equivalent access may be requi red for modifying the following
configurationsettings.

Configure the iSCSI Initiator IQN Name in /etc/initiatorname.iscsi (vi may
also be used)

A default iSCSI Initiator Node name will be pre-populated in the
configuration file. This name must be unique on the iSCSI SAN. Modify the
file or create a new file with the following command.

echo “InitiatorName=iqn.1987-05.com.cisco:01.5cc4703b26¢9” > /etc/
initiatorname.iscsi

Configure the Discovery Address of the LeftHand SAN/iQ iSCSI Target Portal
in /etc/iscsi.conf

echo “DiscoveryAddress=10.20.80.220” > /etc/iscsi.conf

Global settings are configured prior to the first DiscoveryAddress, specific
target CHAP settings are configured by setting options after the
DiscoveryAddress and prior to the next DiscoveryAddress (if multiple target
portals are defined).

Configuration highlights for the LeftHand SAN/iQ storage volume
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Create the authentication group and define
the access list of authentication groups for
each storage volume. The Linux iSCSI
InitiatorName is written to the /etc/
initiatorname.iscsi file. This must match the
Initiator defined in the Authentication
Group which will be assigned to the Volume
list for access. Note that you are able to
define and create one or two way CHAP
authentication for the target (Target Secret
and Initiator Secret) . If this is done, ensure
that appropriate changes are made to the /
etc/iscsi.conf file. (See below and Appendix A
for further information.)

Each Volume List must match the group of
the volumes which are to be accessed and
the Authentication Groups (Initiators)

accessing those volumes. This indirectly maps the Linux iSCSI Initiator and
its defined Authentication Group to the Volumes which it will discover and
have access to. You may define different permission levels restricting or

providing access.



Securing access to LeftHand SAN/iQ i olumwe st ]
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In 1 -way CHAP, initiators must log in with Vol e |

a target secret to access the volume. This P

secret proves the identity of the initiator to LA, -.-.p - H |

the target. In 2 -way CHAP, initiators not 5] et b

only implement 1 -way, the target must SR |L| o - I;

also prove its identity to the initiator using ' e

the initiator secret.

Edit /etc/iscsi.conf below each DiscoveryAddress

; 1-way CHAP

OutgoingUsername=<CHAP Name> ; Matches Authentication Group
CHAP Name

OutgoingPassword=<Target Secret> ; Matches Authentication Group
Target Secret

; 2-way CHAP in addition to 1-way above

IncomingUsername=<CHAP Name> ; Matches Authentication Group

CHAP Name

IncomingPassword=<Initiator Secret> ; Matches Authentication Group
Initiator Secret

Enabling jumbo frame support increases performance characteristics in most
SANSs. For reasons of backwards compatibility, the gigabit Ethernet standard
allows the use of 1500 byte frames in the original 100 Mbit Ethernet
specification, as well as jumbo frames of up to 9,000 bytes. The default of
Ethernet equipment is usually shipped with the 1500 byte frame size to
ensure the widest compatibility. Smaller frame sizes will require more frames
in order to send the same amount of information relayed by jumbo frames.
Since the overhead involved in handling fra mes could affect maximum
potential performance, it is important to ensure that every point on the iISCSI
SAN supports and has jumbo frames enabled. In the case of the a Linux iSCSI
Initiator, this will include the appropriate driver load parameter (if
applicable) for the gigabit Ethernet host adapter and/or the ifconfig MTU
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value switch (consult your Ethernet Adapter driver documentation), the
appropriate between end points switch capability and setting (if it is a
managed switch), and the setting on the SAN/iQ target. Note that for the
target, this must be configured on each SAN/iQ node for each

Ethernet interface.
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glsp’.wm | s o mme 1o | Centralized Management Console,
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Sy g [ .|| pane and the TCP Status tab.
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o | Edit. Change the Frame Size from
|— et radio selected Default to Set to and
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specify 9000 Bytes. Select OK and
repeat for the other interface.
Repeat for each node in the storage cluster communicating to the Linux
iSCSI Initiator.

Configuring Persistent Bindings

Persistent Bindings ensure that discovered targets are repeatedly enumerated
as the same device across reboots. If this approach is not utilized, first login
discovery will dictate the enumeration of iSCSI targets. Applications which
rely upon consistent configuration of where data resides could fail.

B sheh - vomsons <2 == otart the iSCSI service for discovered

T et T Aot AT TR AT pd = + targets to be enumerated.

| iSCS1 Binding=, file format versio
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Tl With SUSE’s version of the linux-isesi

] . o, . . .

E 9 lmzteom letaninctnis stton 12 vl initiator, the iISCSI daemon will

L icete 4 . . . .
maintain a mapping of all discovered
targets. This discovery mapping is

found in /var/lib/iscsi/bindings.

Note that SLES 9 is preconfigured for udev to enumerate iSCSI devices based
upon the TargetName.

These mapping soft links can be found in /dev/disk/by-id.
List the devices. (Is —las /dev/disk/by-id)




Note the naming convention /dev/disk/by-id/iscsi-<Target IQN Name>-0.
Discovered partitions will be enumerated in a similar manner, however, are
not required for raw devices. For example, /dev/disk/by-id/iscsi-<Target IQN
Name>-Op1l will map to the first partition.

Create a partition by addressing the udev enumeration. Note that you could
use /dev/sdc for the first target, however, the intent is to abstract enumeration
to the full targetname. (Tab completion may be used)

fdisk /dev/disk/by-id/
iscsi-iqn.2003-10.com.lefthandnetworks\:sitea\:109\:vol1-0

== Create a new primary

" partition, write the table to
disk and exit. Note the
enumeration change for the
newly created partition in /dev/
disk/by-id/.

e et After creating a partition, a file
__ ';{--":«magf;;;;ﬁ_ oo s, B, s ~ system must be created on that
Briting ot abtes: 310 ¢ partition. This example creates
an ext3 file system.
Note the other type of file systems available in the default SLES 9

installation.

mkfs.ext3 /dev/disk/by-id/
iscsi-iqn.2003-10.com.lefthandnetworks\:sitea\:109\:vol1-Op1

A for the super weer

Note that this file system may pm.«

i tc B cat cetcofstab. i
8 seteorstah. bscsi £

=l
P Filesystens bublt an lscsi devices.

:
[r At 1 entry hes k Like
now be mounted. Bt T T e gttt s i
:
[ shere cdousdisheby- de iscsi-ign 2001-04 . com . oxanple dstorage {4 iskZ . oysl ix an iscsi device
he /etc/fstab.iscsi :
The /etc/fstab.iscsi e ar furter @i on configuring devices

Aeudiskeby- 1 505 - 1qn, 2003-10,com. lef thandnetvorks: sitea 1109 001 1-0p1 /mntsiscsil et scluser_sattr 1 2
linux:rete B setesinit dsiscsi restast
Ly 1

configuration file defines the
mount points for iSCSI

devices. This file is checked at |miz:
the start of the iscsi service. e

Edit the /etc/fstab.iscsi
configuration file adding the following line:

/dev/disk/by-id/iscsi-iqn.2003-10.com.lefthandnetworks:sitea:109:vol1-0p1 /
mnt/iscsil ext3 acl,user_xattr 1 2

tlend iRy~ Db i T 2003-10 con. I thamlne tuoris 12 itea: 169 w0 11-8p1 7 clean, 111310720 £iles, 4934

Is amntsiseail

This will map the iSCSI Target Name to the mount point /mnt/iscsil. The file
system type is ext3.

77
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“letc/init.d/iscsi restart” restarts the service which enumerates this file. Note
the volume is now mounted and accessed at /mnt/iscsil. Repeat with any
additional volumes.

Preventing Timing Issues for Raw Devices

Some applications may require direct support of an iSCSI target as a raw
device. The raw devices script can start before the iSCSI initiator establishes
access to all volumes. The mapping of raw devices may therefore encounter
timing issues in presenting all configured targets. Several approaches solve
this issue: The raw service may be started after a delay; The raw service may
be started manually after the iSCSI service has completed login and discovery
of all targets; Modification of the raw device service script could implement
delays. The following prevents this by adding retry and timeout logic to the /
etc/init.d/raw script.

Locate the section to the right
in the /etc/init.d/raw device case 31" in

start)

SCI‘ipt file and I‘eplace the /sbin/modprobe §RAW_MODULE

. . line="cat §CONFIG | grep -v *#°
previous code with the

. ravdev="cat §CONFIG | cut -f1 -d:°
fOllOWlng: raubind='cat §CONFIG | cut -f2 -d:'
. for i in §line;do
case "$1" in rawvdev="echo §i | cut -f1 -d:
ravbind="echo §i | cut -f2 -d:’
Start) echo -n "bind /dev/raw/$rawdev to /dev/§rawbind...”
. §RAV_BIN /dev/raw/$ravdev /dev/§ravbind > /dev/null 2>&1
/sbin/modprobe re_status -v

S$RAW MODULE i
line="cat $CONFIG

| grep -v “#°

rawdev="cat $SCONFIG | cut -fl1 -d:°
rawbind="cat S$SCONFIG | cut -f2 -d:°

for i in $line;do
rawdev="echo $i | cut -f1 -d:°
rawbind="echo $i | cut -f2 -d:°
retrycount=12
while [ $retrycount -gt 0 ];do
echo -n "bind /dev/raw/$rawdev to /dev/
Srawbind..."
$RAW BIN /dev/raw/$rawdev /dev/$rawbind > /dev/
null 2>&l1
if [ $? -ne 0 ]; then
sleep 5
retrycount=$ ( (retrycount-1))



echo "*** Waiting for iSCSI Initiator...,
$retrycount "

else
break

fi

done
rc_status -v
done

rs

Ensure that the raw service is configured to start at the same levels of the
iscsi service.

/sbin/chkconfig --list iscsi raw ; Lists init levels of iscsi and raw
/sbin/chkconfig --level 345 raw on  ; Enables raw to start at init levels
3,4and 5
P m=w Lhe /etc/raw configuration file will bind
e = raw devices to block devices. This
A example will bind the /dev/sdb device

to bleck dewlces
"

(persistently mapped earlier) to the /dev/
raw/raw1 rawdevice.

e format of this file iz
e JEEIT

ooy lo:

1
i
"
"
I
i
i
i
i
1
8 rasd hadbL
i

i

EhEx mmanc: hEnd cdmecrescras] tn el
i

rod md b
[y |

Useful commands supporting the iSCSI service:
Start the iSCSI service
/etc/init.d/iscsi start
Stopping the iSCSI service
/etc/init.d/iscsi stop
Report the currently connected devices if the iSCSI service is started.
/sbin/iscsi-ls
Close all open iSCSI sessions
/sbin/iscsi-kill-session

To add the iSCSI service to start automatically

13
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/sbin/chkconfig --list
/sbin/chkconfig --add iscsi ; If iscsi is not listed, add the iISCSI

service
/sbin/chkconfig --level 345 iscsi on
/sbin/chkconfig --list iscsi ; Verify that iSCSI is set appropriately

/sbin/chkconfig --list raw ; Verify that all instances of raw devices
matches iscsi

; This is required to match raw devices
expected support

/sbin/chkconfig --level 345 raw on

iSCSI.conf File Documentation

EDITING THE ISCSI.CONF FILE

The /etc/iscsi.conf file is used to control the operation of the iSCSI driver by
allowing the user to configure the values for a number of programmable
parameters. These parameters can be setup to apply to specific configuration
types or they can be setup to apply globally. The configuration types that are
supported are:

e DiscoveryAddress = SCSI routing instance IP address with format a.d.c.d
or a.b.c.d:n or hostname.

e TargetName = Target name in 'iqn' or 'eui' format
e.g.: TargetName = iqn.1987 -05.com.cisco:00.0d1d898e8d66.t0

¢ Subnet = Network portal IP address with format a.b.c.d/n or a.b.c.d&hex

The complete list of parameters that can be applied either globally or to the
configuration types listed above are shown below. Not all parameters are
applicable to all configuration types. Some of the parameters are actual iISCSI
login keys, and others are just configuration options for the initiator.



KEYS

DESCRIPTION

DEFAULT VALUE

OutgoingUsername

CHAP username used
for initiator
authentication by the
target.

OutgoingPassword

CHAP password used
for initiator
authentication by the
target.

IncomingUsername

CHAP username for
target authentication by
the initiator.

IncomingPassword

CHAP password for
target authentication by
the initiator.

HeaderDigest

Type of header digest
support the initiator is

requesting of the target.

prefer-off

DataDigest

Type of data digest
support the initiator is

requesting of the target.

prefer-off

SLPUnicast

Single IP address of the
SLP service or directory
agent.

SLPMulticast

Multicast IP addresses
used to discover SLP
service or directory
agents.

PollInterval

Time interval between
successive SLP queries
sent out.

5 min

15



KEYS

DESCRIPTION

DEFAULT VALUE

LoginTimeout

Time interval to wait
for a response to a login
request to be received
from a target before
failing a connection
attempt.

15 sec

AuthTimeout

Time interval to wait
for a response to a login
request containing
authentication
information to be
received from a target
before failing a
connection attempt.

45 sec

IdleTimeout

Time interval to wait
for on a connection
before sending a ping
when there are active
tasks in the session.

60 sec

ActiveTimeout

Time interval to wait
for a ping response after
a ping is sent before
failing a connection.

5 sec

PingTimeout

Time interval to wait
for a ping response after
a ping is sent before
failing a connection.

5 sec

ConnFailTimeout

Time interval to wait
before failing SCSI
commands back to an
application for
unsuccessful
commands.

0 sec

16



KEYS

DESCRIPTION

DEFAULT VALUE

AbortTimeout

Time interval to wait
for a abort command to
complete before
declaring the abort
command failed.

10 sec

ResetTimeout

Time interval to wait
for a reset command to
complete before
declaring the reset
command failed.

30 sec

Enabled

Enable/Disable a target
or list of targets.

yes

InitialR2T

Enabling/disabling of
R2T flow control with
the target.

no

ImmediateData

Enabling/disabling the
sending of unsolicited
data burst with the
iSCSI command PDU.

yes

MaxRecvDataSegment

Maximum number of
bytes that the initiator
can receive in an iSCSI
PDU.

128K

FirstBurstLength

Maximum number of
bytes of unsolicited data
the initiator is allowed
to send.

Length 256K

MaxBurstLength

Maximum number of
bytes for the SCSI
payload negotiated by
initiator.

16M

17
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KEYS

DESCRIPTION

DEFAULT VALUE

TCPWindowSize

Maximum number of
bytes that can be sent
over a TCP connection
by the initiator before
receiving an
acknowledgement from
the target.

256K

Continuous

Enabling/disabling the
discovery session to be
kept alive. If
Continuous = "yes" and
a "Reject(0x3f)"
message is received
from the target in
response to the ping
(NOP_OUT) message
sent by the initiator, the
Continuous parameter
will be set to "no" and
no further ping
messages will be sent
by the initiator.

yes

SendAsyncText

Enable/disable sending
"X" keys related to
Async events; Cisco
target only.

yes

A detailed description for each of these parameters is included in both the
man page and the included sample iscsi.conf file. Please consult these sources
for examples and more detailed programming instructions.
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Installing the SLES 10 open-iSCSI Initiator for use with
LeftHand Volumes

This SLES 10 Section covers:
Installing the open-iscsi initiator via the YaST GUI
Installing the open-iscsi initiator via the terminal
Configuration of the initiator and persistent bindings

Configuration highlights for the LeftHand SAN/iQ storage volume

R | =ftHand 7 '
HMETWORKE  .TL . Suse

SANAQ [sani0 scaiabie
! Metwork Storage (e =

SO hster Il | SLES ¥ s
=;| LR IBITALE kermal

LaftHand SAHIG 6L
Wirtmal B=10_0E0 20
2 Wobumes {See below)
1 fushemlicatinn Granp
i, 1996 00 e sirea | STTRIDEST A
1 Vabilima List
2 Volwmas
1 Authensication Gromp

g | s, THERL Do s 001 STTEI0RMR A
- Dcovany Al diess 102000 220

Lefibond SAMGT 66

Wirnieal BP=10210.80,220
£ Wokiimes {566 halow)
1 Aushesticasion Groap

v, eee vy L ]

Woluwes
Bl 3-80, com. bafthaminatworkssiie a8 voly
A 200 300, com . befthamdn etworkssitea: T volz

Installing the open-iscsi initiator via the YaST GUI

Novell SUSE Linux Enterprise Server 10 (SLES 10) 2006-07-05 Release DVD
was used for this document. Novell SUSE provides the Linux iSCSI Initiator
via the YaST (Yet another Setup Tool) Install and Remove Software
mechanism. The SUSE Linux Enterprise Server 10 DVD will be required as
the source.

Note that the http://www.open-iscsi.org version is not covered in this
document. SLES 10 includes open -iscsi-0.5.545-9.12.

Open-iscsi-0.5.545-9.12.1586.rpm

19



Files

/etc/init.d/boot.open-iscsi
/etc/init.d/open-iscsi
/etc/iscsid.conf

/sbin/iscsi-iname

/sbin/iscsiadm

/sbin/iscsid

/sbin/iscsistart

/sbin/rcopen-iscsi
/usr/share/doc/packages/open-iscsi

/usr/share/doc/packages/open-iscsi/COPYING

/usr/share/doc/packages/open-iscsi/
README

Favorite Applications i~

/usr/share/man/man8/iscsiadm.8.gz @ iz Q ¥asT

Admmnitiater Settngs

/usr/share/man/man8/iscsid.8.gz Gnome Teminal Ml Home Fokder

L*-1.5]

/var/adm/fillup-templates/
sysconfig.open-iscsi

| Mare Appiications..

/var/lib/open-iscsi

B Computer

Select the Computer on the Task Bar =

Bhs e beip

Select YaST Administrator Settings

Yet another Setup Tool (YaST) is an
operating system setup and
configuration tool.

\\\\\\\\\\

Under Software, select Software Management.



Search for iscsi. Select “open-iscsi”. T Y
Select Accept. Note that a dialog box |~ - | e e R LR
will request the insertion of the I -
SUSE Linux Enterprise Server 10
DVD. Note the version as
0.5.545-9-12.

Installing the open-iscsi initiator via the terminal

The Novell SUSE Linux Enterprise Server 10 DVD contains /suse/i586/
open-iscsi-0.5.545-9.12.i586.rpm. Insert the DVD, if not auto mounted, provide
access to the cdrom. (mount /dev/cdrom /media/cdrom) Change directories to
the location of the open-iscsi installation file. (cd /media/cdrom/suse/i586)
Install the open-iscsi package. (rpm --install open-isesi-0.5.545-9.12.i586.rpm)

Configuration of the initiator and persistent bindings

Once installation is complete, open a terminal console. Note that root
equivalent access may be required for modifying the following configuration
settings.

Ensure that the open-iscsi service is started.
/etc/init.d/open-iscsi status

The iSCSI initiator service should be “running” for configuration. If the
service is not running, start the service

/etc/init.d/open-iscsi start

The open-iscsi service should start in all appropriate init levels.
/sbin/chkconfig --list open-iscsi
open-iscsi 0:0ff 1:0ff 2:0ff 4.off 6:0ff
/sbin/chkconfig --level 345 open-iscsi on
/sbin/chkconfig --list open-iscsi
open-iscsi 0:0ff 1:0ff 2:0ff 6:0ff

2]



22

Configure the iSCSI Initiator IQN Name in /etc/initiatorname.iscsi (vi may
also be used).

A default iSCSI Initiator Node name will be pre-populated in the
configuration file. This name must be unique on the iSCSI SAN. Modify the
file or create a new file with the following command.

echo “InitiatorName= iqn.1996-04.de.suse:01.5776306fbb2a” > /etc/
initiatorname.iscsi

Differing from previous iscsi initiators, open-iscsi configures its discovery
database and nodes in a database table, /var/db/iscsi/discover.db and /var/db/
iscsi/node.db. The iscsiadm utility is the tool for populating entries and
interfacing into the discovery and node databases.

T L The default configuration file is /etc/
' . .
# Dpen-1i3C3I defeult configurskion. ISCSId.CODf.
# Could be lopaced st /etofisesid,ccnf or -f.isasid.eant
L . . .
node 2t tve_cax = 1 This file contains default configuration
node.snarcup = aubomanis . .
e information populated for each node
finods . m=E=ion, suth pas=word = aloha
node . sesalon. cined . replacemsnc_Timsour = 120 Which may be Overwritten by iSCSI
node . ysszion.erc tioeo.mboct bimsout = 10
e o O B Discovery or manual updates through the
. . i.T i 3] -7 : : 1+
Hede. peapian, laoel Fir stBaratleangtn = 262143 iscsiadm utility.
node . sesaion. lacsl _MaxBursclLength = 16776192
. . i.[efanleTineEV = . .
Bede. peapian, Laoe Decalt TineTRetatn = 0 Changing any of these values will only
hode . #e2a10n. larsl  MaxConmections = 0 .
node . connl] , Laced Beaderbigest - Hone have affect onnewly discovered nodes not
node.conn[d] .1a0=i.bataligest = Hane . .
nada . conn[a] . Lacel . Baxbacybat angmnc Lot = $5558 previously found in the database. After a
Adiscovery, sendoacget s, auth, autheethod = CHAF . .
ALIBCOVErP, SENEACYERS. Uk USSTRALE = e node is added to the database, any of its

Bdigeovary. aendiargerd.auth. peadaward = aloka

node properties may be changed with
iscsiadm which will have effect only at the next target login.

Note that node.startup has been changed from manual to automatic. Use an
editor to change this value for new nodes added to the database.

The first step is to add the discovery portal where the targets will found. This
will be the Virtual IP address found in the LeftHand Centralized
Management Console (CMC). Note that targets advertised through the
sendtargets will still require appropriate access controls defined through the
LeftHand CMC Volume List containing SLES 10 accessible volumes and the
access group containing the SLES 10 Initiator IQN. (Alternate methods
include 1 or 2-way CHAP Authentication)

iscsiadm -m discovery -t sendtargets -p 10.20.80.220:3260

[7b4943]
10.20.80.220:3260,1 iqn.2003-10.com.lefthandnetworks:sitea:282:voly



[bb4925]

10.20.80.220:3260,1 iqn.2003-10.com.lefthandnetworks:sitea:176:volz

In this particular example, only 2 targets are defined within the LeftHand
CMC. Note that record ID 7b4943 contains an entry for a target discovered at
10.20.80.220:3260 with an iSCSI target IQN of
iqn.2003-10.com.lefthandnetworks:sitea:282:voly. Record ID bb4925 contains
an entry for a target discovered at 10.20.80.220:3260 with an iSCSI target
IQN of iqn.2003-10.com.lefthandnetworks:sitea:176:volz.

Both of these targets are now added to the node database. List all targets

found in the node database.
iscsiadm -m node

[7b4943]

10.20.80.220:3260,1 iqn.2003-10.com.lefthandnetworks:sitea:282:voly

[bb4925]

10.20.80.220:3260,1 iqn.2003-10.com.lefthandnetworks:sitea:176:volz

List the properties of a specific node.

iscsiadm —m node —r bb4925

Note that the record number is used to
reference the specific node entry. Also note
that the in addition to default properties,
the properties defined in /etc/iscsid.conf

have populated the node entry. If

iscsid.conf is not present, default entries
will still populate the node properties.
Any of these values may be modified in
the database by using the iscsiadm utility.

iscsiadm —m node —r bb4925 —o
update —n node.conn[0].startup —v

automatic

This command will update node record
bb4925 to automatically login to the
target upon the service start. The change

suppoECoodel | feco ¥ dses:
nods.rmra = ign.2003-10.zom.
node  TrANAPOTT_hamE = TOR
RO TP = 1

HOE_ SOCIVE COnn = 1
noda.rkactup = mutomstiz
node.smaaion.initinl_cmdan = 0O

nodle . SE8810 0. AUCh, SUT e Thod = Bone

HOIE . SEEAL0N. AUCH, USST NS = DMHAPLY
nods.reszion.subh. perreccd = <ampeys
nods_ression.wubh.uzsromra_in = ZErpeys
node . S=Rm10n . ATEh, PRSTFRIT_10 T LERpLTr

KOG . SER8100. TILHED , PP LAJERENT_Timsous = 120
BOdE. 528100 ATE Clmat SHOEC_Tissouc = 10
nods.ression.are_timss.resst_timsout = 10
node.resaion. ixcai timlEZT = Ho
node.segalon. isoal, Inssilacelats = Yes
nodle.segalon. is0al FirstBuraclemich = 162144
nods.ression.izcai.BsrBuratlength = LETTE102
node.resaion.ircai.CatsultTimsZRatain = O
node. seEEsi0n. 1ol DetaulcTipsZusle = 0
Hodle. SE8810 0. 1081, BANCOnREOT 100 = 0

nodle. SE8810 0. 18081, BarOuTatand igPET = 1
noge.ression.izcai.ERL = O

node_cann[0] -sddreax = 10.20.80.220
node.coRR[0] JpoET = 9360

node.cORn[0] .STAETUR = anusl
node.cann[l] .tcp . window mize = EX4ZEH
node_cann[0] -tcp . type_of_sscwice = 0
node.conn[0] . timen, Login_Gimeoat = 15
node.conn[0] .timeo, aurh_tiwecur = 45
node.conn[i] (Timeo ot ive_tiseout = 5

isdy - node -r Do4SIE
. Laft handnatworka:aitas: 1796 :vals

node.cannll] -tioeo. ping_tizscut -5

node.conn 0] - Timeo, woop_ous_interyal = 0
node.conn[i] - Timeo, poop_ous_cimeous = 0
noda_cara[l] - iscai . BarkecubaraSomranclenyrh = 8596
node.cannl0] - ircai. BeedecDigeat = Honm
node.cann[0] - izcai.Detaligeat = Hoos

nodie.conn[0] . isoei, TFRacker = Bo

nodie.conn[0] . isoai, OFBarker = Bo

may be verified by listing the properties of the node again.

Note that node.conn[0].startup = automatic may also be added to the /etc/
iscsid.conf file to affect any additional nodes that are added to the database.

Repeat this for the second node in the database 7b4943.
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iscsiadm —m node —r 7b4943 —o update —n node.conn[0].startup —v
automatic

Since these entries were performed after population of the database, you may
either restart the open-iscsi service or manually login to each target with
iscsiadm utility. (“--login” is equivalent to “-17)

iscsiadm —m node —r bb4925 --login
iscsiadm —m node —r 7b4943 --login
Obtain the status of logged in targets and the open-iscsi service.

/etc/init.d/open-iscsi status

Checking for iSCSI initiator service:

Active connections:
iqn.2003-10.com.lefthandnetworks:sitea:282:voly
iqn.2003-10.com.lefthandnetworks:sitea:176:volz

If an error is returned attempting to login and the connections are not seen in
status or in the LeftHand CMC, restart the service.

/etc/init.d/open-iscsi restart

Stopping iSCSI initiator service:

Starting iSCSI initiator service:

Logging into iqn.2003-10.com.lefthandnetworks:sitea:282:voly
Logging into iqn.2003-10.com.lefthandnetworks:sitea:176:volz

Targets are enumerated as devices by several methods: by-path, by-id, and
by-uuid.

Is —las /dev/disk/by-path
Is —las /dev/disk/by-id
Is —las /dev/disk/by-uuid

By-path enumerates the targets by the IQN. It is recommended to mount by
the path for persistent binding of that volume to known mount points. By-uuid
enumerates the targets by a Universally Unique Identifier. Note that
rawdevices and some partition types may not implement UUIDs.

Now that the iSCSI target shows up as a device, the target may be partitioned
with fdisk.



fdisk /dev/disk/by-path/
1p-10.20.80.220\:3260-iscsi-iqn.2003-10.com.lefthandnetworks \ :sitea\:28
2\:voly

Note that the “:” must be represented by “\:”. Tab completion may be used for
populating the target enumeration. The new path for voly partition 1 is

/dev/disk/by-path/
1p-10.20.80.220:3260-iscsi-iqn.2003-10.com.lefthandnetworks:sitea:282:vo
ly-partl

This example will show creation of an ext3 file system on the target.

mkfs.ext3 /dev/disk/by-path/
1p-10.20.80.220\:3260-iscsi-iqn.2003-10.com.lefthandnetworks \ :sitea\:28
2\:volypartl

Repeat with all targets.

A mount point may be created (mkdir /mnt/voly /mnt/volz) and the devices
mounted.

mount /dev/disk/by-path/
1p-10.20.80.220\:3260-iscsi-iqn.2003-10.com.lefthandnetworks \ :sitea\:28
2\:voly-partl/mnt/voly

Automatic mounting is still handled by /etc/fstab, however some problems will
exist if the volume is entered as usual. The system will attempt to mount the
volume at boot time before networking is up which will present a problem
since iSCSI volumes are located on the network. Since the SLES distribution
system removed the netfs script, fstab mount options like _netdev will no
longer work. SUSE will require the hotplug functions controlled by the HAL
system to support iSCSI volumes in the /etc/fstab file.

Open the /etc/fstab file.
vi /etc/fstab

Add the following entry to a separate line in the fstab file. Examine the man
entry for additional information.

/dev/disk/by-path/
1p-10.20.80.220:3260-iscsi-iqn.2003-10.com.lefthandnetworks:sitea:282:vo
ly-partl /mnt/voly ext3 hotplug,rw 0 2
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The last configuration requirement for persistent binding at boot time will
require modification of the open-iscsi start/stop script. A small delay at service
startup has been found to be required to ensure connections are restored at
boot time.

Open the /etc/init.d/open-iscsi file.
vi /etc/init.d/open-iscsi

Immediately before the declaration of variables, add a sleep command for 10
seconds. Note that some configurations

may require additional time, some less.

### END INIT INFO
sleep 10
PID_FILE=/var/run/iscsi.pid

In addition, some configurations may require a delay in the
iscsi_login_all_nodes() function. Add a sleep command for

4 seconds further down the file.

iscsi_login_all_nodes()
{
sleep 4

TARGETS=$($ISCSIADM -m node 2> /dev/null | sed ‘s@\[\(.*\)\]
*@\1@g’)

A reboot of the system should now verify that automatic logging in to the
targets is successful and that the target is mounted appropriately through the
hotplug system declared in the fstab file.
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Configuration highlights for the LeftHand SAN/iQ storage volume

Eile Find T

&) Getting Started
B & sites,
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Highlight the Volume and
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ey Authertication Groug
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Volume List: |No Vokme List
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[¥] Allow access via SCS1
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) CHAP reqquirad
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Details rSnapshots r Schedules r ISCEl Sessions r Remote Snapshot “olun
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Hame: WOLE Cluster: Clusterad

Type: Primary Created: 0272872007 05:46:13 Ph GhT
Description:

Status: Morml
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Replication Level: Mone Replication Priority: Aveilability
Size; 1GE Hard Threshold: 1GE

Target Information

ISCSI Hameg  ign 2003-10 com lefthandnetwarks: sitea: 1 76:volz

Note that in this configuration 2 volumes
were created VOLY and VOLZ.

Note that an Authentication Group for the
SLES10 Initiator is also created. Although
CHAP could have been defined and then
added for each entry with either the /etc/
iscsid.conf file or manually entered for
each target with the iscsiadm utility, only
Initiator Node Name authentication will
be used in this example. For chap support,
iscsiadm must edit the following values
which will correspond to CHAP Name,
Target Secret and Initiator Secret found
here in the CMC.

node.session.auth.authmethod = CHAP

node.session.auth.username
node.session.auth.password
node.session.auth.username_in

node.session.auth.password_in

Note that the Initiator Node Name must match the value that is found in the

/ete/initiatorname.iscsi file.
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Edit Yolume List
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Edit Volume List Edit Valume List H
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A Volume List provides access to the Volumes with the appropriate

Authentication Groups. This configuration shows a SLES10 volume list with

the VOLZ and VOLY volumes for both Read/Write to the Initiator defined in
the SLES10-Initiator Authentication Group.
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